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ABSTRACT

In Februar\ 1988 an APL-desiuncd sensor module was launched into orbit and
performed a number of significant SD[ Delta 181 program experiment,,. Sensor
module ott-orbit command and control operations invokved a network of wNorld-
w~ide facilities called [he control complex. A major component was the sensor miodule
command center, wkhich wNas desimned, installed, and operated by APL.

This document presents anl overviewk of commrand center sstern design. Pariicu-
Ian emphasis is giken to the hardware design and interface to %%orld % idc assets. Per-
tinent detail of the Delta 181 control complex and command centcr mnission
operations is given to place the design in o~crafl covitext.

The command center desigyn is described within the context of the Delta 181 mis-
sion. After cotmpletion of thle D~elta 181 ission, a modified version of the cotn-
inand center was used to succcssfullv support the Delta Star mission in MIarch I (89.
Mission control center and network design concept.- develope:d for these programs
is being carried over to ongoing development of similar applications.
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1.1 SUMMARN

at Wieia rocket to pci form i number of strattecic defensc iriatike 0SI)l ) piocrailt
e\pefimentsl. file prinlcipall obiecrise \\asit' til orirratrori Of I iselt il dalibiN 1or

frrLSI ) p intrtre AfterT lanrucir, cllrsor modti comiitd. control .111d '~'
for operat ns \Ncre pert'ormed fronta ct its called thle sensor nrodulc colmatan
center. 'Ilie cotniriatd center , inlle11d at (ape ( anas eta] \ir loce S1t111o1, il.,
\\as desieaed andt operated hr AN I 1wi patper preents iri mcf ertiet 11W tieCOIl
mand center des~i t and nr11i'sou ofeirtrn

-fhe cotrrmiand center installatlionl cons"isted of anl operatiolis loomi arid ail e:ip-
ment roomi. Thle opera i oni roo] tint Wa taled 1) \ fr e o ni ile 110 n11 lli ' iI 0per-

atitons team and conltined tile control1 termlilrals. data ispas and \ oilCe
Colilill ticatl ionl Lear to coildUct scirorridtiC COMiririrau andL tru111Otrit~o ipta n.

I-ie equipnrenlt room1, locate~d on a1 1epaate Fr inl thle sam bijlditr-, 11oused
comminand cenit er co m pint er at rd HI Ir faC iard ss are.

Post-iaiinch ttlitsiol operalioirs irs olsed a) network oit wrldxn ide faicilities call1ed
tirecoirirol comples. Ihiecommand center \sas anl rienral corrrpotrettt oft llietcoir-
trol coirilple\ arrd interfaccd wo it as sho\s iiI lie,. I -1. It sllorild he toted (t! ta lie

1-I slrim\', oilk 1lt'L con1trol :oirttilc\ ast tlt \ cre irrSoled \\il mu comratrd Certelr
interl'ace or Opel ationts. I-le entire cotrrol coirple\ Sn aifa triore101 Cotrrlphcated -

As shottn in He. I-), rcal-ime comian)Is sent front tile coninraird ceirter arid
relemectrr dalt returired to tlic comrmiaird ceirter \Nere cormmmnicated tlroacil coir-
troil conlipleN assets. Irot a rtiission perspectixc, operariort of lIte coltiiand center
\\as, tight Iv coupled to corntrol cot11IrplX Operarll oIr 1lrefrc. bef'ore \N e procd
w\illt a detailed. descritor I ol 101O'con1Inand center designi. dctails relatirie, to tire Conl-
ntil complex aird tire ission ire gknt~ below, to place thle kcoliunritr Icee desieri
inl oserall coitexi~t [or additiotrall b-aQknroutrd. iri osersiew of sensor01 itioditC coin1-
iiaird and hee~~ ritk I, prceit(:t cc itl appenldi\ A.

1.2 MISI'SON DESMCRIPTION

1.2.1 VEIpwrirnen! IDaa (lcio
Ilie snso, irmodu le w as hoot ed it t r 23 i irclii atioir orbit 1w Deltai I8 1, laruirled

fr-oml Cape (,aliras ral. Fle oir-orhif 'pacecraf seitl inetided I (ill additioln to
tire srsor module) thre lelta secoid stiee (Deltar 2). snrCli pro" iddL atttide cOn)-
Irol aitd orbhit adjrrtiuterrt duiirit tire itssioti. lirle 'enSOr 110irdile par oad Ci I(clude
at caini ster thiiat Ito nr sd re leretree anid ec perlcit i a I test o bjec ts. Alter orb[it itt ser-
iou. thle test objects xs crc deplored nit a corntrolled secquetice. I ist runietls ott hoard

thle seirsor module (ps ill itirard arid t~lit asolet sens~ors, laser radars., anrd a m-
e[Mkak~tc raldar) ohsers ed atnd traced the teSt objects MCI iaritn ;IfI e0rs' ot)ir0ir~cit-

tal[ backpiorrid coirditiotis.
D~uringt~ tire first teir orbits, all Cxperirlitsll, \\Cre colidnrccd aind seClisnir iii drile

ilsirrtIeni; scietree datla \\ as stored ott oii-howrd recorders. \iso precparirt iolts \\etc
itade for doss tliiitkI1L iTe rCrIrded datal. I111 )trir tIis pias Of ire t1iior )cirfled tire
daa-ollection prse)~ tire cottttit;wk center \\j" \err M\cte si rlportI irly' real tlittle

coriaiid opcriati'.nns aird mtrooirreL seirsor1 Itodirle petI'rltrtarilc.
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Fig. 1-1 Sensor module command center interface.

1.2.2 Data Retrieval
At thle end of the data-collection phase, in atccordance with the mlissionl plant.

the command center loaded the sensor module w\ith instructions to becin \% hat wkas
called the data-retrieval phase. During that phase, the sensor instruments w\ere offC
the task of the control complex wNas to retrieve the instrument science data pre'.-
ouslv stored on board the sensor tmodule. The data-retrieval phase consisted of
ground operations to control playback of stored sensor-module instrument data
and record those data at ground tracking sites.

As called for by the mission plan, sensor module command and control opera-
ttonms %%ere shifted to the Air Force Consolidated Space Test Center in Sunnyvale.
Cal.. for the Eiaza-retric,,al phsi-.e. During this phase, the ccmtnatand center at Cape
Canaveral ,%as on standby for contingzencx command operations., andt operators
continued to monitor and c~aluate sensor module health. This period, approxi-
matel\ one w~eck in duration, ended xvhlen tovo complete dumps Of sensor module
instrument science data wkere recorded at control complex spa~craft ftacing sites.

1.3 POST- LA UNCH OPERATION'S CONTROL COMPLEX

1.3.1 Command and Telemetri Sites
The control cotmplex consisted of a comnbinat ion of',worldwidc assets of the Fast-

ern Test Range. the Kenncd% Space Center, tltc U.S. Air F~orce, and the U.S. Army.
1:our1 spacecraft tiackinL' sites wieused fot command uplink and 13 sites were
used to recover telemmmctrxt The sites, all reasonably close to the equator-, provided
o11timum11 gzrouind cot erage for stipport Of' Command uplink and teleme12tr\ dlo\\ni-
link operations. Flhe tout commtandl uplink site,, located at GJuam (GUS). 1iasmaii
I IV 5, \aidetthtr (k IS), arnd tilc Inidiani ()ceat (10S), are pat of the Air Fore

Satlellite C ontrol Ntwrk Al-SCN i.
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1.3.2 Narrow,$hund and NNidehand D)ata IVinks
Sensor module nario~ band anld sr idchand dait alink' arc desciibd ni \ ppendi 5

A. The nlarrowbanld data link carrictd datat required b% thle conmnand cetcrI) \(eIIl
cornmand" and to nI1l Init or selnsor Ii u d itl :o i lnratijot anid hea It l. \hellt t lsii
module Nsas in \sew ot at trackint- ,ite. tt s adtlitts''* ci d a

relaved to tile command cente in teal timeQ. I'lte 1111 4 facilit\. locaited at1 ( ape
Canlaveral, collcted, and d'istribulted ,etwor mtodule tcletneirs to tlie cotmmtanid
center.

Ihel telmet-r sites, als'o rCcoided ,elect 55 idehand sciece data dmiiti thec Lita
collection phase. I[he ss ideband datia cons"isted Of reCal-time~ science dat1a Irou 111e
s;ensor instruttlent'. ihese data 55 crc recorded at urounld tr-ack111 il nt ie. shni les
w ere inl \ie\ of' thle sensor nmodule, attd xs crk ptocesed folloNitte thle ntsio ote
that \\ idebanld data \\ crc not rcLlLtirecd b\ the cotmmatnd coter to pet IIo!it iiii

Operatiotis anld thtus \\ crc nolt input in it.

1.3.3 AFSCN -Network
AS illustr11ated inl l. 1-1 I.ll Comlinlatid senit troin tlie csittand ceittticrcw

senit to thle sens"or modue111 iii01L~ 111 teA C .\S(N. l)IIritre' suipplirte Mise.sien
anl uplink t racking site\ ill sin Ses oft lie 'ctt'or nodule. Ile cottintiatd cetcr Llt

commands in real time to the Lastern [usirunetial ( lteckout I acilits\ (at;, AIS('N
asset), located rtear the commland center att Capie Iaa Wral II1 ron halfcilit
sensor mod tile cotint id crc setia the A LSCN\ tet mork tLite trc t-
T-rout the trackitiL site thle commttandl k\CIe iiplitlkedl Io [lie 'etisor mlodule. file
ttme requtred For a commttatd to t iS l hoi ttile comitiand cceitet Ito ie Ci'ot
mtodule %%as less than 2 second,,

Note that all cotutnlai" il et rotl ('ape ( atias eral \\5I crc rie through thle
LfSCN (ionsoiidated Space l est ( cuter (( 'S1( I (')te i;,ttisale. C al. 11lie

('SIC facility traistttlittedl tile c0tiltriatt1is to ilie irackinie site that %ka' cttiiwkl
inl \ icss of' tile sensor tmodule. Bef'ore each ,upportedl pa" US I(' e't ahlilield coll-
mattd and tclectetr links us ith that site. lDnritw thle fS.cotmttand,,s cuti trout

(ae ansealsSrLthi ntmaiell r 1td o hat siteC. [le(I(tc I kkls
c:ollected UTrOssbaIld teClenir trtoti the .\CNtra~ki site anid cmii it hic:k

I,,--rol cor,ole\ la-i Ic' ( ape, (arias eral.

1.3.4 Other (Command ('enter Facilities
Upto t his pont ss e has e Llcribe I ho\\ thliewrldss ide spacecraft track inc'ie

thle IT-1-4 tacilits . antlre .\[SCN touether sutpportedl cotutniand adlelltttet\
linkN to thle comnmand center. We Shall I(), cive aJ 'ers br1ief oliline ot lio\\ thle
remainitg Cape Canaveral f'-wilit ics 'ttportedl cotmmland center operation -

1.3.4.1 Mission D~irector Center. .-, facilut called the Mission Oi~t Lor k, cii-

ter ,erxedl ats thle nliSsioti control centter 1or tire Llata-colletiriti phiase of thle luls-
sion. MIisioti ianagmrs and t ChnI[iCal ads sOIN stat iotiel t hereC aSCs'eCd allapet
of, iissiott operatiott. Ihruonuh thle operations director. top-L' Liitttun scc
issuied to thle cotmtnid cetnter antd to othtr conirol eoiuple\ facilities to coiditiaic
all groutid-hawsd operation',.

Flre Mlissiotn 1)iector ( cuiterctf inchttded A\PI iehitrical Idt% Irs losipt
those ads sors., commndL cerITte compliters inlterlteIl ito a IluiiiLt ttl illitials
Isreated itl tile lissist Dirctor ( ettr that displa-Cd setso loltl teletttL'trSIIII- data.

IhIre ointri~atid link !ruthlie 1coirlatid certter. to the seii'oi itiodItle 55a' uitqiuie.

I lie Luoitltilard centr Lilt coitiatd 1iot oIll% t0ttlie setisl01Ir toL1,1tihbitt aIko it)
ile lDeltai 2 inet tal oli.iCan C11MI Liiiiitx~ 1d uic"bjLLt ('cL \p;tildi \ A) Il ll],th,
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).3.4.2 ('n frall ( ojnpu I r ( omple I lKt 'Lk' In 11 1111 1

inI o cn iro mand I,)IhCJ IX M ni2:;.Cr 11 id I l
PIC\. D1j1w _ :0111171,L I ccii i. h .1 ' ';d i'.........

Din~i tileunin Iclvmi, ,I IcitI~ c ny la .aU

Ihc e cofiid lin iU : c nvn-aI !Di c i ,i)

1.3.4.3 omrntn !J1111!di ik.1w~'ii.II~U2i'

tile :oilrkiand lil to li . vuiiiiy i llet

1.3.4.3~t V CmmandI ( eniiter saiii! i .i c iI. I lic in it', iJii m

di~ lLTI . ~ ~tilc ~pi t uipll u t.oiti l i lc x) ahC' c il, illp c 'Oni't\

ot the tij'I oiI110I Limi'h\ Lt yil Nill' ii I lc I'iko" Vk~ icIN, ileI c

01 c I uTCKl d ciin, \\etI c. C il d'. I0 !inn ,I cNlt 'I 101 il ~I!~ k (+ IT0

upiL l i cnkL ii~ ol mllon ' sind cnkm iiltl \,'\ c iic. Ix ! 011 llmiiip Iic ' p' m

iL Iw l 1C 011171llda i. I i Ic iliWik 10i0111 111di 111 nit Ll mI lIcI Io~ J ~ lt .p

LL'il ti 'I lml -\ l ( pei Lli \C *Iim pimi 1L~L 011:1 .ijit'ilI 11C.\ lim'iQ'1 li tic 01, ''

tit~clII t~tIN t inllii t n \ o ci]1iN likctl locte ahI *\ l(N ck iK in :w 0111m.in i

pi lc h (oiiic\ pliLnk l i v, 11c\ c'~lii o l J'l I'i cdi~iiiiic 'n i i mn
cmiiicl i1,10 0mm!1x ~ "
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Fig 2-1 Sensor module command conler block diagramn.
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Thle wi-iniatd Qntci :omiutci alwt'ipoik Ii . di~pla\ L "IIIIII~Ilk anIId'

per,,onaI comiputer located inl t11C \li''n Dirctor ("CITiC!. andL a kliJpld\ LI Ill111li;

located inl tile Sllldia National I ahorxostllit IlceLe e pro Jecd tcci i
tr% dskir LapahilitieNl idetICal to tho e as ailahic \k it nit thle commandl cilkic

Threc ternminal> and a pcvrsonal :omppter ill the operation, ort5 r woolincet -

CLI to tile uplink ,ubhs tcni cop t ileh ANI ((M A.IlIl nmtictot Ian-
cuchtcrinlal (at thle upinki :otulrollct locationi., ss& rhc ottik eriial tfrmilii

CenNWf Module :ommands, D1t a ' LUidlitCe :otltj1LltCI coiImaitdk '.O IC't 0hjk-Li

comiaidS, COUld he ci . Coimatid \cr-iltioti rcni'5cr-c d1,0 positei to I hi'
terminal.[e~ her1 term Mlini a 111ad pe [si tlidlc ill pi)Ltcl s1Up ps ) t d t1 C01 t O ittatd CI

director., tile alcrts, anai\ st anid )cti-,or module adi or. I hes %ksc cr ll'CLI TO lniiito

(central (iomputcr ( oipc\ tiltl t ace status, to ecnicratc Iapdatcd 'tatiotlci SI:.an

to runl ut ii\ prourmns inl support of linlk plinineL.
All pr.. aus ttivotcd, a niuthcre of tile operation', rotlI t taff po'itioits 1iaclntdcd

Iastcrn Icfe aececeatt data displavs. Those displas included sctls~o tiaod-

Hile orhIital i.:roklld llA ., scieklcd Dltit 2 tclcnnctrv. prelcitiili LoullTktdo\%l \ItcW e',

and lis tcs ~isionl :os craiic of coinfrol ciltttpie\ ftcii le (aIc pald. M i'on I iCc--
tor ( etitlr, etc.). 11 he displas s\\etc uset011 to thle LottlinanItlattl i kL'Lpltl

aiatof cotitrol1 COtlllC\ t11d Mtillioli 0petatiolls.

2.2 ('(AIMA\DI ('11A II R I'Q1HP1MKN I ROOM

I Ilie C, LllipIItI 1001t1. Mslllh housel lie iphink Mlid do\,kttliitk suhr ,ct> ld
\\M~C. inchlUILi lL I llc \ d W 1itk it iliilik \1100~\ I\ 11 -ollitpll' 5£se t ll I11iii

terriiptihle possci , \-nell lidl i\c tacks, ot intfer 'ce11d ILIckqajpllcii I kc lawwl
of tat lootti andl the: CkIlllnllIt is 'h0\\!) illi I IL' 2-". V2,11i. 01ca' ot1Cnr lI1

c~il'~ltztntt lit, oft~l~sl tile act:ual t1ci16 \kkelc all1o"\cdl
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IFOuir comninuleanot1601 uIts1 V.C 1: !(,.lCd ill he1 elR1)Ilnt Floll]. I)iit Ill'- hC [ill'-
,;J Ion, ti leyii),nicC' roo : a'I'cb h\iee open ato* an -,i

60i1 % & a requ1.iredL I'1 0idIt11 % th [Ile opeu il loon a kela \ih-w

T-I7777,,7

3 mET1
WD I]HE

0-hA S

I~P Vi~ew

U:.a 1n'-K

114.:::~ a Rack Layout
AFSCN Ca: s as

ccC I10 i -,

U.

AF SUN Na~l-ba- 'i in'

Fg23Command center equipment room.

The cin mnd cnterako nci idedit,,o\\ t unnt e i'LtIC J)O\\ CT N\ ite P(I.

_Tfk ~stni ka rquicdbecausec ot the p\elietransiellt '11nd OlttC aCe 0111n

monlyexperencedat ( an la\ eval. It ped 11coliVlttafd celt ci equllTlf
Licluding thle tern nab and prunvers located in hIe operations" rooil. Th stin

an Initunclec series 31, had a 15 kV\. capaicit\, and inCInlded po10\\rC1ni nu
and a backup hatic\ pack. 1tfic uiniltnilptahlc po\ Cr ' oiatcQd it pul l'o1\
er perturbations I roni command CCntcmT eIMenC~t aMid, inl tile C'fl ut It a : ICk
power outagte, delisered uninterm upted pos' er lot 2 wininiamv ot 1> ioiii :.,

tie event of' lou 1 ermi pF s\Cer o t il e [asternl lest katl.i maintained op~i a t~md

basi dtmrii i the issiclim-a baknti diee 1posser LteneaIZU0. I be liii~ pil

I) \C 1'lll0- td U I !C(1!1 111 I 6 )~ ~ f11 d k t; !?
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linre 3-1 hoxk a, more11 detailed %> jc\\ ot the iiphinlk hai1 C. & I o!~ [AIif. f ic
Patc:h panlel atid N\ ltichN ti~ed to iltlereollneet the \IAMliN equMipm~ent ire iol NlA' .
Some of the mtole eomnoil\ll u"ed te~t l\Iltal teqt patL ane iidca h\ JLIa1he I hns

[lie core oft the uplinik Aa.the \iIieo\'a\ 11 :oinlplutet 11 ltt.I nlud(Id 1\\,'
-5tt M\te hard dik' and . tape trai'port unit. t plinkttA aeCNde

CO"it i [Ii CouiIld LetCllll. sutid, lunl A Crit coutmlialld'. I ltc :oliiaid to [ill!~c

LtIlkr\ ptor, andi ,\S(iN 10ritiatter' CeLipt1IInt\ titil tioled to h1Id ta,1.e tipliuik leNc-
sae output h\ the compute.11r [or trii'tiuittal to hie 'entio ttodtmLe. I he Celto1 I-0
ce'>,,or, decrvptor, \F-S(i'N dcpackeiiier. anld itI \ fle Cetiipntlent. roeNdthe

C01mn11and cho1 returned trotm the *\l'S('\, and A etihed peraioil 0! th1C entre
gtround portionl of the uplink.

U'phll, comminand and conmmand \erihc:atioti tntions E\crev imipleented itl hoth
hard\\are and ,oht \\ai..A dcescription of keE uplitnk tanction' llEE %.

T .y- .

'P TWLfAs>
* L 'eQ-T,

y yi y~
M N ' Mc AX C '"y>~ ~ ~ A

D0Q.O 2 L..>

Do a?
0"-T' A - .9!5-

Fig. 3-1 Uplink subsystem block diagram.

3.1 ('OM .A NI 1)I'NR.% I ION

3. 1.1 AIP1 (OM ()peraion
I cue 3-2 NuE\a top leAc l tal 00\k daI12t atti of the upisu~lk :01oiMIe 01I\\hIIC.

Io (it larit'.. onlk heC ha11 1s IItC 11o 1. PIlea Ce iCtE't1 t 1 le 1-2 aI ICLjnired Inl ie

piltet . proA Ided ieJ iltcati' to) Metd 01tiClf iSECouttitat11i~ to the SCIltOr MtOLhIlhC.

OLIN Mll ('(Mai'~is ~~i~r~t llO\E h 1Coper~ator t0 xpe It\ d \C1nd c0rIt
utu 1id,, ![) thle 'en-emt nlodule. I ite conlcept" hehistid -\PI ( (M )\ \ ec ICA elk:oped at1

\P( ', 111 111W W 0 101\ IIIJH: \'1 101 o \11 (



THE JOHNS HOPKINS UNIVERSITY

APPLIED PHYSICS LABORATORY
[AUREL, MARYLAND

rderface Aet ~ U
status c

sIte vesc' ro [ IT
Centra Central

~~~~~computer oPI'rColaa
comple~ complexF

Comesc Interfce )I API COM -

Cor, Ainos

Sensor module CII

telemetry jA
from d-

dcwrlirk Uplink computer vf ,I, , Commrand .

compu'H

Fig. 3-2 Uplink software data flow diagram.

('oniiinds %%ere entered bN the ',)[link coin roller an11d eLl! 10 the sen1It 111d1111e
in fihe form of a command mclssaee... Afti enti \ of a comnmand~ nicssage-l (irn AIT-
iONI lmgUage notation), A\P1 MIO~ compiled a1 hit inmal.e Of thle nIIcssaee and
passed it to thec uplink hardss are for transittal to the sisoi module. I lie coin-
ruland mnessae'e bit inmce fOlrmai is NllosI il in.-ppendi \ ( .A" sliosm n. a coinianld
niessage consisted ot"2 ito 100cointands irnbeddedCL in o~erlavi hg protocol. A.ll coin-
niand mecssages. including those destined for the D elta 2 gtidaneC Com1puiter or t lie
test ob-jects, wecre packed in this lormat ZI. The co111mmads coul1d be cit her real timle
(i.e., executed i nniedliatelv ien rceived h\ thle SenISor m1odle11), or- deLI\C d (i.e..
st ored in thle sensor Inodule corn ilnd store ntecilnorv for e~cni lionl at a later t mec).
The process of sending and % en (ving a single command miessage t\]pica! l\ took 1(1
to 20 seconds, depen~di 12 On me~ssaICe lin1 i d I \tpe.

3.1.2 Riinstate Files
Closelv associated wkitih ANI (ON operation xi as thle u1se of coin maiind rust late

files. A runstar(e xx as a te'a tile of All I.('O\ I languiage comimands speciftung one
or more corniniand iissage operlat otis. A\PI ('(A )\ as designled to access a ini-

tacfile specified h\ the 0)I o , ld t -C lt:: lliid l h tfl.\ Iil
state basicall\ substituted Ior operator I\ pc-nl. IC ien of ruilsit tiles alloxied
for the confiimnration aiid test, prior to Ilunch. 01 Coi)iiiiid itessages intended
for potential use durinig the mission. It also greatl\ minmi ed Iel poteintial for
operator error. l-or this niissioii about () such 11IIstate \\VrC preCCOnigured.
thoronuthl\ tested, anld pl1aced ill a I tiustlate daIta base priol- to kIIunch .- A iumbethC
of these runstates \\ere used d thiinle mli'sioii
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3.2 (1)%N11 A N ) A II I I F\I I CAII 10 \ 1) N F, 111- 1 CA I 10 N

II th1C deSicti of a Lpa..x it 1onnand tLIliI51% lhe cL'0l11ii1011d xci itcl:O01 1pi'

ccs" is alIsa%\ a p)i IL ~1110:11 leie CO th ii itmn ot RI upimiks. tlicic i, at

"'111v a 'mnall III 01"LlOilii\ I ht hit CI 101, 55 Ill OL III ill t ic Lillpi oHc, kcc'' -ICLjIlonl

h\ tile spaccl'i tl 0! Iit cl I ol ill I tic C-otlifnldII1'ZC \N ill L'CtItC lI piLc' Ci-I 1I

ewcntioni oft m1k' or :1101C of lic cu:o iands. IhieretolL, f0: cVItble cotItro (IhLc
spaccraft' tileL cluitid 1i111111iK dc i11ti titlist tIIL'MI ai tIic,iii' I'L't 011111.i,M"~;~

ecutioin. I or thie Dl~eta 18 isioti hecause (It (thc cmtclcd enintlil If't\ i lhoiiet
MIM hC conunands tlosscd CL Wlt)IitiaIIlittotad al( ill hellIica LaI()] (dcjhCL Lt
lk) kiere especicill * crilical trincilotis ILL~ luiti:i ots % erL' pertlortd aIIoturi-
call% b\ A\PI ('().I sott\\ are: at brie!O esiL5 is Ljenbeloss

3.2.1 Awihenticatiort \\ord
InI addit ion to com mand \ eritIicati. th1 1Ie Coti11tmand ccttt CI t'li i 11tl! !Cd IAn1d \ CI -

fled thle command authenticationI \\01d. (The sCnsolr Module co-iiiinanld 55 steil IC-
quiied that each comlmandi inessiw incluide thle colrect %nhiitai ' 5id: 'c":
Appendix C.) I [he cwnitinld althecitication kwot. as %\cl elIN Lers iol (t)I he up-
link, \%Ciec leaturexC desi2Ined to enhance sCcnri- t of1 the contand link. 1tiC aItIIICI-
tcat ion ss rd \s i a kes - that allossed thle cornmnand lltcssalc to lciltt tice scnsoil

moduie Conmmand system -tile message executed onily if theti sett nt tentcation %wiod
matched the authentication wrd internlalls maintained h\ thle ensof mlod ii ll.

A'fter each comtmand mressage xi as sent to 'Ind accepted 1w d ie -,ensi itli;ne
le nut hentication wrd intertnal to tilie selsor module chanCd. ANI ((A I ant0

tnaticall\ computed a ness mnatchiing authenticatioti \,Iord. I lte Ite\\ autluciut Icatiloti
xi ord, arter verification itt APLCONI, %% a, saved Cor irtelusioti in ihe itet cor7n-
itatid tie,,sage. Computation of thle nico authenticatiotn word ivas based, ott thle

%aILu of tile authenttication \W rd just Sent,

3.2.2 Authenticatlion 'V\ord Verificalion
Thle chatice inl sensor module attthent icat ion \\oi OrItat s t hat occurred as end i

cotminid rnessa2C si as accepted \% as ititmediat ely doss tlt tked iii teleltt t. ANII
(ONI mionitored change il status attd verif'ied thle tie\\ atl,1ieti catiolt is orLI I lie

Ile\\ au.tlienticatioti sird computed b\ .API ('0).%I alcorithtit. \\ a' \' cruted ift.
niatchied the auithienticaiiotn \old iniputed from telenictered 1ta it. I I c 11(

auLIet~licationl word could tiot he verified, API ('OI reset ithe autlteirticaiioil ssord
I(to he packed in thle ntext Uplinki 11 oin id tIeSsage) to its pres ions \a;l tie. I ailitre
to s rifs tile authenitication \sord itidicated tint the pies Otis cotmtmattd tcs

si as not accepted arid executed. Ill thlis case tile riortmal procedure- f'ol owed h\ tile
op~erittor was to siltpl\ r-csetrd thle previous tnlesSaVc.

3.2.3 Verification of Comimand I'EwEitiofl
The tiess nutlientication \Wlod, \ki tti 5 erified bs API.( OI. Indicated that tile

cotntiiard tne'sae \\ as rce:is eL and coimmatid prIocessiti \\as tit iated. 1o s eIsi
commatid esecution h thle selisor itoutle coinrandl \vItln. All c omtpared
renlicas of' thle executed Comniati3ds IwMllih werte retUrtied itt thle tiartoMband tCelit-
etrvi w ith comnti~tds set i il e p101011 Otis ottitiatid nteSsaiIe. Int the C\s~ iile cornI
m'latd rnle'sacc loaded dclaveCd L01tiit1nttds inlto [Ilte sens~or tModule :otllittiian siorc
mertiorv. tile wtittitaiuld itesc 5isatlei ctdaId \Cerit'ied h\ \il ( ( )A
plC i0ISI\ decrCibed Ill aIdditiolt, \111 ('M )I LolilllltilLlced the setisor nmodiule ito
eleitetet tile cotttcllts of Slotd CL Lolitiattd ICIIteIu\ -IIle del av ed cont11iatIds stored

itl In~citot s scrc thein s eitiLkd h\ cLOtlpitrisoi s\\ilit jt11ilwcc ot tfite 'Clit cotliitiids
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A\P[ COMl completed the Cotmmrand lthelriIt ia on arnd \ v1 I I i ation pi I a tc\k
seconds. 1-oi0\\ illy tite trarlismisslOlr Oi each tIteSsageC. I 10\\C esCI, ICIt i\ M eenc s
pill was, required to do this. In ntomal commnd Center opet atilln :ortttlliald. \\ el c
not sent during a Pass until tcletuemr input \\ as first dletected. 10 o11 tins d, 111
senlsor mo1dule \\as progr1amme111d to urn onl tile narromhaud ticif mitomn~a
calls Mi enr it MCI~ O eziech I elcee t .\

3.2.4 End-to-FLnd Commannd \erification
The API.( N! Comniand anthtcrticalion and verificalior ptIccscs dk-'jihbed

above verified excuion01 Of all :011mu1anlk through21 tile senIS0r tr10Iodlc CU0iiIiIId
svstemn. The\ indicated, \01t i high probabilit\, that the t rantsmit ted corn uands \5 crc
exeCu~ted b\ rte r-espective sensor module sulbsVstem, D~elta 2 guidance! cOPItiute,
or teot object. [or complete end-to-end en ficat ion, telemnetere4d status, data front
thle respective stibsystetits ss ere evamined. For comnilands executed b\ sensor 11tod-
tle subsystemls. this ssa' Peirformed Ir tile health es aluator and his team, located

in [the Commnttd center operations room. NMotnitoring thle appropriate telemetr rv'-
play pages. thle\ \eritied that subsystem statu; \\as reflective of commnands packed
inl the pres ions commntd mnessage. Ilest object commands ss crc ecrified in) a simi-
lar rna!,ner nl thle Sandia National ki .oratis facilityv. Ilie Central Comtputer Ctom-
piex facilityv, whicir configured tire Wi)eta 2 commandsN and acc:essed D~elta 2 telemetrv.
performed enld-to-end verification of Delta 2 pfidance com1puteCr commrfanlds.

3.3 INTUERFACo T 11F (lAUN'tRAI. COMPtil;R (()NIP11.X

3.3.1 D~ella 2 Guidance Comrputer Co~mmand
For reason,, prevkiouLsly noted, Delta 2 guMidance computer commnands could not

be preconfigured and stored in thle commnand runlistates data base. These commands
w ere coilfiiured inl real timre and sent to thle command center fromn tihe C'entral
Computer C'omplex. As sho\\nr in Fig. 3-2, thle uplink computer included software
to process input fromn the (entr Ial Comuputer Complex. When D)elta 2 guidanee eoi-
purter contmands, \\ ere rceei\ ed, thesr \\ere automlatically inlpu-t to API CON!. ANL-
CONI cortserted these cortr marids inrto a senrsor mnodl.1 nC co1Mand rnesSaLe arld
oult putithe message for t ransitlilstOll to tilie serts'Or- modle1. Operator interact ion
w\as requrired to sertd the message.

3.3.2 D~elta 2 Stale Vector
I hie link to tile Cent ral Corrtputer Complex also carried other useful irifOr-Ira-

tiolr to the commrland cenlter.,s ich w\as, proceessed b\y Uplink corIrputer sofltar.
\lost notable oft these data w~as r le D)elta 2 state vector Periodlical]lv coitpted b\
the Central Computer Comnplex. I he commnd center used the D~elta 2 state vec-
tor to comipLIte Updated stat iort alerts (i.e., thle timecs at which each teleknet r% srte
was in view of' tite orbiting Delta 2 arid sernsor rodulie). 1These w~ere genterated by
am alerts provramn resident ir trile urpirk computer. Alerts, ssere requIliredL and used
inl mc rall operation', plantnin, It liTe latest alerts, accessed b\ tile (olosnk cornt-
putter displayv program, ss crc placedi ott all telretr\ data displa\ 5.

3.3.3 1health M~essage
Beccaurse of, thle riature of tite Inissiort, tile reliablit\ arid as ailablit kit' thle itter-

face link to tilie Ceintal ('oiprre ( ortttles %%as a prirrre cortccrr. 1f tire opporti-
iitv to send D~elta 2 guidance corupurter c0riiriartds \\,Ias lost drIc to lirtk failure,

threse comntrd operations gerteralli' courld tot be *'ruade urp'' at rlie next available
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passi. Thus, to enhance the reliablit\ of' this link, the (Central ( omputet Comlple\3
transmitted healthI sae at 3( -second inter\ als. [lie intcnt of' th li calt h mc,-
sage \%as to alloN thie uplin k computer to detect link pioblen, %keli heh rc crucial
Delta 2 uplink operations, so a,, to al10\\ Sufficient tine for correcti\ e action. lo
detect an\ link failure, uiplink comlpter SOt'L\arc coo1t inUOUSl nIonlitoredl thle ill-I
terface for an\ lo,,, in health Iiiessae acti\ it . L-oss, of acti\ it\ implied a link lad-
uire and resulted ill approptiidle operator noti I icat ton.

3.3.4 Interface and Message Form
Data t ratismissions heiss ceo thle Centiral (ou11tpt e Comp11lex aiid co11In id~ ceo -

ter wNere carried over at sinale RS-212 Siatndard interface (96(X)-banld late, ds, it-
chronouIs character, full duplex). Each mecssage aas setit in thle formn of anl AS( It
character text string, and ifl\led a "handshake'' operation. Thle ,pecification oIt

all mnessage tpes and itnterchange protocol is detailed in Ret. 2.

3.4 C'OMMAND) ULIriNK HARDWARE I)IISI(1 N FlIAJURK

To send a command messac to the sensor module, thle uplink computer packedI
the command message into an uplink imiage as described in Appendix C. Ho\wc% -
er, command uplink hardware was required to transform thle computer imia ge to
an electrical signal suitable for communication through the AVSCN. In addition,

encryption of the commatnd message was performed in thle uplinik hardwa;re. Thik
equipment was made up of the command formatter, the cncrvptor. and thle .- FSCN
formatter (Fig. 3-1).1

3.4.1 Command F-ormatter
To send art uplink message, the computer passed an image of the commnanld mesc-

sage to the command formatter. After receipt and error check, thle command for-
matter propagated the message, in the form of a I kb 's command bit sequertcc,I
into the encryptor. (Because of AFSCN transport timing requirements, thle accuracy
of the bit rate, set by the command formatter, had to be better than 0.02%i~ of'

nominal.) For comnmunication through the AFSCN. the etcrvpted message \\asI
packed into contiguouts AFSCN 48-bit frames bk the AFSCN formnatter. See Ap-
pendix D for a description of the AFSCN fortnat aid additionial A-FSC'N interface
detail.

3.4.2 Idle Null Messages
The .-\SCN formiatter. itt addition to form-atting the enliNctd up-litik votessage.

enterated and iranismitted "idle null' messages between propagatiotn of uplitnk nme'-I
saLges. As will be discussed ill thle following section on verification of' tile crloutid
uplink. t his alloss ed comnmand center operators, to easily determtine tile fuinitional
stlate of the entire grounrd portion of' the uplitik at ail\ time.

The "'idle miull"' messages., cotitin ttottlv output 1) tlie comnittd Centter hcts cci
command messages, also allosseLI AVS( N equipmentil to Miainitaini clitit iotisl N\1n-
chroniz'at ion to thle 48-bit A IS(' N frames (durntg each pass). This, alloss ed thIe
.\1-SCN to be Coit fietired such that no action by .\ES(N operator,. \\as required

to send or ten lv individual commanid messagyes. The cotimuand centeCroutiptIt direct h
cottrolled tile RI: uplinik modulatiott at the act ise uplinik ,tation. As, desckribed itt
Appendix I). " idle nutll'' mesesrslted inl art R' car1rier w\itl 11t ituplinuk coot -
niatid tmodulation . \\ hieit cttcr pied Conmian lld Imes'aees \\ cr C sent, tles resulted
ill -'I- andW , lI' one miodulat ion of the carrlier: this miodlationi reflected hie hit
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Sequence seen at thle commrand center eilcr\ pior nut put. Itot al trans~port dclIa\
throuhl the A[SCN (i.e., tile delay bet ween a hit OCLiurtinL' at the command cen-
ter encrvptor oultput and thle resultingL Modulation Onl tile RI: u lin111k) \\s , bet sseet
1.7 and 1 .8 secondis.

3.4.3 1IedundancN
For red1undancv. a d ual set of cable link, carried thle COntruand Mtnesaee froml

the command center to ihe .*\lSC'N Eastern Vehicle C'heckout 1 aCilit% at (aIPe
Canaveral. BothI cable linik., swere act ise at all t ime, . Norrall\ thle Al-S .C N faclt
selected the primnary line for uplink t hroutgh te .*I- SCN . In the cel cut priml-ary
cable link failure, it Could s thover to tilie hack up uplink cable.

3.5 VERIFICATION Of THE GROUNI) t*PIINK

The uplink subsystem included thle capability to \eriv\ functionality of' the ent-
tire portion of' the ground uplink, including thle AF SCN ass;ets. This ssas a key
feature of command cetnter desigtn. T\ pically. during each revolution of the in-orbit
sensor module, command uplinking was performed from tmote than one uplink
stte. The uplink thus wyas reestablished and verified a numtber of tie dulrineV each
orbital period. A means to quickly determtie thle functional status of' thle link be-
fore each pass, and take corrective action if' necessar, \\was vital to maintaining
reliability and availability of the commatnd link. The followitng paragraphs, describe
the design of the command cetnter's capability to \erify tile entire ground uplink.

3.5.1 Command Echo
In order to perfortm verification of the ground uplink, thle AL SCN w as con1ficlured

to returnt to the command centter a real-time iniave of AFSCN command input.
This signal, called the command echo, was derived duing11 supported uplink pass\es
by detection of RF carrier modulation at thle uplink site. Thle command echos \kere
received in the identical formuat as Outputt to the AFS(N, i.e., packed in AFSCN
48 bit frames. 'Thle return echo wNas contlt,1uotts and inceluded thle "idle 111,111" Mes-
sages inserted bet\seeti commarnd messages. The comtmand center included equip-
ment (Fig. 3-1) to process the cotnrd echo, artd to verify fune. loality of' the
ground uplink.

3.5.2 Echo Processing

3.5.2.1 Lievel Ii. Trhe command cetiter performed echo processtng at two differ-
ent levels. Tile first levecl, referred to as levecl 1, involv ed only thle bit svnc and .\ES(N
depacket izer sho~' n in Het. 3-I. A.-\Cvl I check \\as a simple vet pov\ erfttl tlst that
cot td he perform ed at anyv t imre. It requtired oniv that tile commatnd center be
powered and that an echo loopback be connected at sotme point in the AI-SCN.
When powered, the comntatd cetitet continuously setilt "'idle ntull" mlessaues to
the AFSCN, as pre\vioitsly described. Thle cotiniand echo thett consisted of a ,trean
of' "idle null"' messages. T he depack etiier, MsII perforutled thie itterse funct iott
of thle AF:SCN formiatter. C01t6t 11nu,1sl\ tilonitoel thle ret urn Cotiiniatid echo for
frame synch roiliiatlion , pait %, antd ttessage content. If' A [-'SC N frattte atnd parit \
wkas contitiuouslv mlaintained, tis, indlicaicd (ss itli a high probability ) that thle link
s as ftunet iotnal t hronugh ttile loop hack poitt. Inudicatotrs onl th dtc dpac k Lii/er front
patnel gave opetatOrs at cotiniutous leadittg of uiplitnk status. I Itis test '\as \Crs use1-
ful, ias it ena~ble(] thIe uplitnk ito be vasils ccd att an\s titme.
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3.5.2.2 Level 2. The command center echo processing cquipment alo prc-
formed a level 2 test that insnl'xcd a direct check of uplink command mesac,.
This involved the decryptor and echo processor equipment showNn in H:iL.3-1, When
uplink messages "ere sent, the return command echo, after depacketitalion, xa,
decrypted and compared in the echo processor with the transmitted command mc,,-
sage. The echo processor also seriied that these comnand messages were packed
in thec correct sensor module format. Level 2 testing x as used to direct l eamline,
at the comma-d center, each uplink message radiated from the uplink site,,.

3.5.3 Echo Utilization
The command echo, from an operational perspectixe, ssas uscd as folloxs. Pri-

or to each pass, the AFSCN reconfigured to establish a command link to thu al,-
propriate uplink site. Generally, about 20 minutes before the pass. the link wa,
established and the command echo was looped back from that site. (ommand center
operators, employine both lesel I and level 2 checks, verified that the command
link was ready to support the pass. In the eent a problem \as detected, command
echo processing then served as a rapid ground fault isolation tool. By successivcl\
looping back from points wsithin the AFS(N and command ceiet, the faults fa-
cility or equipment was readily determined. Figure 3-3 sho\s, typical loopback points
\within the AFSCN and command center.

3.5.4 Echo Monitoring
During the pass, command center operators continued to monitor the command

echo. It should be stressed, hoexer, that the RF uplink .::.,. " each com-
mand message was not contingent on ground uplink verification. Command, \ere
sent and verified by APLCONJ program software as previously described. The com-
mand echoes were monitored so that, in the event of failure to command, it could
be quickly determined whether the fault was in the ground uplink or the sensor
module. In general, for pre-launch test operations and post-launch mission opera-
tions, command center ground uplink test capabilities provided great inight into
A-*FS('N perf'ormiance.

Eastern Vehicle Consoldated UQInk

Checkout Space Test s te
Faclity Center (ICS GTS

Command HTS VTS,

E ~a mpssage

foraltr _ -- _--,_ --
y =ePackeizer

Command
echo Detected

,, ,/' vRF

Gomr, nad Center AF! CN Joophbick po~nts
rpback Aoonops

I Test loopback pairt

Fig. 3-3 Major loopback points for ground uplink test.
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4. I)OVN [INA SC~BSYS'UFM' I)FS(N

The basic function ofth cm owin k subsysicni \\ &, to enable the,- comnmand cen-
ter operating stafl to tionitor scWWYa tI)odulk health) and perlormiilce during the
dlata-collection phase of the mission. I o t[his end, tile lollo\\ ing "classic"' 1cleme-
try capabilities (usuall' "01,und to some degree in ani spacecatt command and con-
trol center) wkere pros idcdI:

1. Real-itime (i.e., dffrig a pass) formIiat ted dispiav and printout of all sensor
module narrow\banld teleinlet a. data.

2. Real-tinte limits test of' selected sen1SOr itole)ILI tarross anld telcmiet r\ data.
3. Log of' real-time tiarrowbhand telcmet r data.
4. ACCISs to logg"ed pass telemtet ry data for- display. printing, and testing.
A more detailed hardxs are breakdo.sn of thle command center dowrtlin k is slowit

inl Vie-. 4-1. A\ deitailed description folloss s.

5~t~ .r .. &CSI !I~sson ~Noons sg t'0!-

e'oK O. owni*S

In ow.r.p '

so-Son- -- A4 oosa,'I I.4coT ,

o~oe' 2or PC2

F- ~ ~ I 777.- ... .

0030 ~ I PC0 1
1  

RI-O RI A

Fig. 4-1 Downlink subsystem black diagram.

Thle prinmar\ equipment for providing formatted display and pritting capability
ss as the do\wnlink \licro\'ax 11 cotnpLter (- iu. 4-1). That computer provided te-
lettet r\ displa\ to the command center opcrat ionls roonm. thle Mission Director Cen-
ter. antd thle Sanldia Natiottal l-aborator facility. lb comttiter alIso sitpport ed
printers located inl the operations room. A- mniru-driven display program installed
on the cotmputer allowed the operator at each terminal to select front a list of precon-
figcured display pages. Each page. inl addition to displayi ng up1 to 30 teletnetered
parameters, included stationl alerts itltorati3t. From ealch terminal. tile operator
could select a data page pritttout at atir time.
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The downlink computer also \as contncclcd to perSonal compuLers it Ith con-
ioand center operations room and in the Mission Director (enter. Fhcsc doss nlink
personal computers were used mainly to provide specialized tabular and graphic
displays of sensor module flight processor data following selected passes teg., a

tmap' of test object location and vclocity). During each pass t he computer stored
all real-time flight processor data to a disk filet following the pass, the stored flight
processor data could be accessed by the personal computers.

The downlink computer also provided an output of decommutated telemetry and
time tags to the uplink MicroVax computer over an Etbernet link. I hi, telemet r\
\%as required by the uplink compuler to perform sCnsor nModule comttand and mli-
orv verification. The time tag, were used to set the uplink computer clock.

4.2 TEI.EME'RY INPUT, IIE(RYPTION, AM) I)ECOMMUTATIJoN

The TEL-4 facility provided redundant real-time sensor module telemctr\ in-
put to the downlink subsystem. The redundant inputs, each consisting of serial 33-kb
encrypted data, ,vere concurrently actis e Ms hene er telemetry data ssere available.
File command center dosynlink could be configured to use either input.

4.2.1 Telemetr Processing
Figure 4-1 shoxw, the downlink equipment that processed and interfaced teleute

try data to the do\ nlink computer. Telemetry processing consisted of bit svnchroni-
zation, decryption, and decommutation. Bit synchronization, perfornLed by a DSI
model 7700, was required to extract data and clock information from the TEl-4
input signal. The bit synchronized daca were dccrypted and input to a [oral model
ADS-100 decommutator subsv,tem. The decommutat2r synlchronized to the telein-
etry frame and pro, ided decommutated data to the do\nlink computer. The basic
decryption unit ,was a KGX-28 keyed to the sensor module telemetry encryption.

4.2.2 Other Decommulalor Functions
1 he decommu, tator p rforined a numlber ,.of functions in addition to decommtt-

tation and interface to the dos nlink computer. It provided additional formatted
data displays and printout capability, data lin.its check ng, and a decrypted data
log. A video monitor unit located in the operations room presented decommutator
generated data display pages. The deconImnutator time-tagged each received tclem-
etrv frame, and logged e-'ch telemetry data frame and respectisc time tag to a dil-i-
tal tape recorder. Logged data could be played back and processed in the du%%snlink
computer in the same manner as real-time data.

The data limit feature of the decommutator allo\ed the operator to speci f high
and low alarm limits to selected telemetr\ data parameters. \k hetn this test feature
was enabled, received data that exceeded the specified limits would cause a visual
and audible alarm message to be posted. This feature allowed quick and autouat-
ed checks of sensor module health and status during selected passe, during the
mis.,ion.

The command center receised IRIG-12t-13 titme standard input frot the East-
ern Test Range. This time information \sas input to the I oral dccomMtutator sub-
system to set clocks both in the loral Deov'mutator and MilcroVax computers.

4.2.3 Fincr plioniI)ecrplion Pairs
Please note that, for sceuril reasott, it sIv, tcqucited to 'band- etcrvptioti hard-

\%are in its mounting racks. Also, these dccrypion untt did not ha\e any status

16



THE JOHNS HOPKINS UNIVERSITY

APPLIED PHYSICS LABORATORY
LAUREL MARYLAND

indicator-. IhusI, detection alfld cpatr o1 a t ailed decl \ptoi unfit \ ould itornialkl
be a time-consMlliltel operation. To remain operational inl the :ent of a taillire.
the doInlink, decrs p in encryption chiis desitn inc:luded mso decrypt ion unit,,
and two encrspli in unit,,. Thle second dcryptiton unit pros ided a ho0t spare inl theC
event the tfirst decrvptor failed. It* it \\as~ determined a (lecryptor fatiled, the altcr-
nate decrvptor Could be switched in by simply togglingi a ,\ itchl. The enicr'.ptors
\%ecre included for rapid test and fault Isolation Of the dectvptors. Comparison o1
the input and output 01 an encrypt ion decr\ pt ion pair, connected ill .eries, tor test,
pros ided a quick and cons enient means to ascertain decrvptor tunctionalit\ s.

4$.3 D)ATA LOG CAPABIixrIEs

Ini addition to the digi tal tape recorder used to record decry\pted, tinle-tage-ed
telemetry, the dowNnlink also included H ionevs'\elI nlgtp codr h eod
er logged encrypted TEL-4 input. Inl addition, the analog recorder logged time,
enlcrypted uplink comnmand messacs. and the return command echo.

Both tape recorders ksere used for opetat'.ns and data lo :; Jring *.h-e mis,-
sion. Also, prior to launch, the\ Were he~avily uIsed for command center test and
fault isolation. While the command centeCr w as integrated and testect at AIT,~ a
numrber of tape recordings w\ere made of actual sens or module narrowband telern-
etrv . After installation at Cape Canaveral, and prior to a number of critical conl-
trol complex integration tests, playback of encrypted telemetry prosed especiall\
uluttl for verif vine command center functionalit 5.
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I Onia e;o. stage ACP.'.L . v us-

Record-. R*- 1, 11,~t 5 es t-I ~ ~~compute, !tstrwur.t duta ~ ,,,a

DIla 2 W ottu d

etRF d ~lr'k SG-LS Corx"j;t
PCM PuDI 221 35i.M z

224S5Y M,: T

'124 Mr,

Receved a! trac~ng S~leS R, xrded at drc a ! at trCk.g ,I's
and sent to iViCKINi 5111-F a,;. s-1t to
atenT.st Flange Sster!- T-1t RouqeIFig. A-2 Orbiting sensor module, test objects, and Delta 2 telemetry links.

I APPEND)IX B3-
'VLMER AND) L'PLI\I( STATION' CONTACTIS

Table B-I lists control complex itcnier r and uiplinik contacts v ilh t11c senlsor
module during the data-collection phase. Al every available opporltU~it\, whnA11 a
ielemirv site \sas in view. of Ili senisor module, narrowbanld telenietrv was retUrned

the co-mmnand center. Telemectry data wecre displaved inl order to mlonitor sensor
nodule.11 heali h and status; the delC o\ m1enlt anid trackineL of test obiects w\ere also
moiiitored at ke% points during the miso.The comman111d Lcenter experienced mul-
tiple contacts dulrinV each orbit of' the senlsor module: as a result, command ce~iter

Th coiiand neIMsoe oritssi oima tisaes1oni a number

of' uplink sites. The Ai'SC'N and conlimand center had to ra pidlr reconf'imure andU test thle command Uplink before each of' these tpasses . Flit ahilil\ v of the co-mmnand
center to rapidly en fv'. thle Lrouiid upl"linl is. s dcrcibed ill the mlai ii text Of, this
report, played anl in porianlt role inl thle us ciall success, ol* commnand operations.

I-lie ujpliiik comttiitld mcssaees, as1 at lticlioi (: orbit au'.1 uplinik site, a11c isCii
inl Ref'. 5. ( ecialls t,,, pes, of cottinatds s\ crc sent. Delta 2 inertial Lguidance
conipiter conliniands alu senlsor titodtule fliplit priicesil Cottuui:1ids. As described
inl [te taitt text. he1 lDeita 2, conllitailds kc Colitredl inl the entral coniputerIcomplex atnd senit b\ thc contitil ceniter. Ihti senlsordl e 1110(11 ht pr1ce1s( cotui-

maiids. wonlimired aind seilt h\ the coinid ceiite:,. enabled or disabled Iliiolti pro-
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Cessor functions. -lhee contnt atds \5crL e ,e e il rc,,poItc tO coItij IlticNc, th in
occurred during the mission. Commliand i unstacs for ihceco11 ielnVcllries \Ncrc Con-
tigured before launch. Also note, at the (-1 S ( iuatn) site oi1 the ninth orbit, the
comrmand center uplinked a nek% load to the sensor mnodule conintands store inen-

or\. Thi, ]()lad pro iLIeL del.ed command inMtlutioll to the isor moLlule lor
data retrielal operations. Beginning on the tenth orbit, the AF|SCN began retceis al
of data played back from on-board recorders.

Wideband telemetry coniacts \with control complex ,ite,, i" also ,hoit. NOIL,
hov.eser, that this data x\as tiot sei to the command center it \ als loed ott tape
at these sites and processed tollos\ing tlte iision.

Table B-1
Delta 181 telemetry and uplink site sensor mrrdule

contacts for the data-collection phase.

Orbit Site NB \VB lplink

2 USAKA \ N

2 I A \V x
2 HIS \ N
2 VTS ' , ,
2 \I 1 N2 M ILA x N

2 .11)11 N
" AN] T

2 ASC x N

3 GTS x N
3 UJSAKA x N
3 HUS A K- \

3 ttIS<  N

3 VTS
\ IIIA x x

3 JDIF x N

3 ANT x N

3 ASC x x

4 GITS . N N

4 tIAW x x

4 HTS x x
4 VTS N N J

S (;ItS x \ N

t ![A V x
S HIS .x

5 lOS N N N

6 HA\ \ N
6 1 ITS6 IllS \ ,
6 10S I



THE JOHNS HOPKINS UNIVERSITY

APPLIED PHYSICS LABORATORY
LAURELMARYLAND

Table B-i
Delta 181 telemetry and uplink site sensor module

contacts for the data-collection phase. (cont'd)

1A \\ \ \
- IFFS

8 (PS A NA

8 AS5('

9 GUTS N

9 L'S.KA
9 ASCi

\1:SC\ hciwr, data retrieval

I0 (ITS x .x

Notes: N13 narroxband telenetrN contact
\V1 \xideband telemietrv contact

Upfink comndzi uplink contact

Uplink anc telemetr% \ites:

Air Force Satellite Control N'setwork(4F .\
JOS - Indian Ocean Station
(ITS - Guam Trackinu Site
fITS - Hawaii Trackinu Site
VFS - \'andenburL, Trackine Site

(Joclrd S TI).\ Sites
Ni A- Merritt Island L aunch Area

-\VNI - Gua
HAW - thm~ati

A(N- Ascension Island

LEasteri awl Wevern lest Ra'ng'e Siles
,11)11- -. 1 ohnat hon Dickersoni I nstrumntation

I-acifitN
A N Aiu a Island
AS( \SCenISjOn Island

V-1RS - \andenhur2 ILcki Site
IiSAKi\ U.S. .. ri Kss ajalein Atoll
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APPENI)IX C-
SENSOR MOI)UIE COMMANI) MESSA(E FORMAT

(onmands \Nere packed and sent to tile ',ensoF module in tihe tori1 of a coml-
nand message. Each message was a bit sequence organied and formatted as sho\. n

in Fig. C-1. The bit sequence \,\as encrypted and lodulaLed 1onto the RF uplink
carrier at I kb, s. A decrvptor on board the sensor module recoscied the plain text
message. The command niessage format is an artifact of the ensol Modulc Corn-
mand system; therefore, sensor module, Delta 2 incrhial guidance colnlptlCl, atnd
test object commands were all packed and encrypted in this same format.

As showkn, each command message included a preamble, an athentication word,
a sync s\ord, a commands field, and a postamble. I-he commands field w as sari-
able in length and contained up to IW(t commands. ELach command mapped into
a 64 bit sub-field. The commands field "as ale.ass terminated with an end-of-
message command; thus, the shortest comnand message alw ass included at least
t\\o commands. The commands could be either real-time (i.e., exected immedi-
atelv when received by the sensor module), or delayed (i.e., stored in the sensor
module commands store memory for e.ecution at a later time). -low\eser, a partic-
ular command message could consist of only one type.

At the appropriate AfSCN uplink site, the command message was modulated
(SGLS format) onto the RF uplink carrier. The shortest command message took
approximately 0.6 second to transmit. The longest message (IX) commands) took
about 7 seconds. The transmission of each message required only "I '" and "0"
bit modulation ( no "set" bits) on the uplink carrier.

An important aspect of each command message was the inclusion of a 32-bit
authentication word. The sensor module would accept the tnessage and initiate com-
mand execution only if the transmitted authentication ord matched the authenti-
cation word maintained in the sensor module command systen. h\'en the sensor
module accepted the transmitted authentication word, it processed the command
message and updated its internal authentication word. The value of the updated
autheentication word \\as based oit the previous authentication word x aluc. The ne\t
commandi message sent, in order to be received and processed, had to include the
updated authentication \\ord.

1 to 100 commands

A 
r

Preamble Authenticaton Dely Sync Command Command Command Potme
25 is word 1160 bTs, 8 bits 64 bits 64 bits 614 bits 6bs32 bits

Fig. C-1 Uplink command message format.
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APPEND)IX D)-
FORMAT OF COMMAND) CENTER O1'TPUT[ O THE AFS(CN

(Commnand mnessages ge!nerated b% thle Sensor01 rttoduILC CLoniman11d cnter ss ere sent
to thle orbitine sensor module via thle AI%1SC*N. Ithis requlired that command ries-
sagces sent fromn the command center be packed in thle AFSCiN 48 bit framec format,
as defined in Fig. D-1. In the command center, a component called the AFSC'N
formiatter packed thle command mecssage into thle .-\SCN tormat for !ransmrission
through the AFSC'N. At thle remote tiplink site, thle ins erse formnatting process \was
performed. i.e., the commnand bit~s w~ere "utnpacked" fromn the 48 bit frames to
modulate thle Uplink carrier at I kb s.

As sho%%n in Fig. )- I. eachi 20 bit segyrment of the coinnand mnessage (cotnmiand
bits) wvere converted to a 48 bit AFSCN framne consisting of 7 ,\n,: bits, a 40 bit
data field, and a parity bit. Thle 40 bit data field resulted front a di-bit cons ersion
of the 20 command bits. The conversion process w\as in real-timec and conltinLtouIs
and thle AXFSCN formatter Output data rate w\as exactly 48 20 times the I kb,,s
command hit rate.

The comminand center AFSC'N formiatter, between uiplink nicssages. provided anl
output of idle null messages (Fig. D-2). For thle idle tnull mnessage, the data field

-AFSCN 48 bit data frame

7 bit I40 bils data _ __ 1 bit
wyrd (20 command bits) parity

1 command bit = 2 frame bills

Sync word Command data bits Frame bits Parity

1110010 1 10 Indicates bit parity
0 01 within command bit

null 00 segment of frame
set 11 Even parity.

Ratio Command data bits =2-0. 1 kb/s _ Frequency accurate
Frame bits 48 2.4 kb/s to 0 021%

Fig. D-1 AFSCN 48 bit frame format.

commanduprnk message encrypted_
Command ''omadbits at I kb's

-center

4- Idle null...w.-ge-- - Uplink message packed into- - -denulresg48 bit AFSCN data frames -- "- deni esg-.

48 bit AFbCN framne
2 4 cbr

Fig. D-2 Command center output to the AFSCN.
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of the 48 bit field consisted of di-bit-converted "null" bits. Transition" hCs.,n
the idle null message and the encrypted uplink message \Nas accomplished such that
clock and frame synchronization was maintained. This allowed AFSCN equipment
to maintain continououL, synchronization and error check of the command center
output throughout each pass, irrespective of the data content of the 48 bit frame".

AFSCN equipment was configured such that command operation x'a, as automatic;
i.e., no AFSCN operator interaction was required to send individual command mes-
sages. The idle null messages resulted in no uplink modulation of the RF carrier
(the RF carrier was on continuously throughout each pass). Uplink messages \ crc
automatically detected by AFSCN equipment and resulted in command inesa 'e
modulation of the carrier.

26
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